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1.0 Cultural Integrity
As a culturally responsive healthcare provider, our organisation delivers services within a strong and respectful cultural framework that centres Aboriginal and Torres Strait Islander perspectives, practices, values and beliefs. These cultural foundations guide both our strategic direction and day-to-day operations.
We recognise and build on the strengths, knowledge and lived experiences of our Aboriginal and Torres Strait Islander community, as well as our Board and workforce. Through this, we are committed to continuously strengthening our cultural capability, with the aim of informing, empowering and meaningfully engaging everyone who interacts with our organisation at every level.

2.0 Purpose
This Privacy Policy provides guidelines for all employees, contractors, students, volunteers and Board members of Kambu Health who handle personal, confidential or sensitive information in the course of their duties. It sets out Kambu Health’s obligations and commitments to protecting privacy, maintaining confidentiality, ensuring appropriate information sharing, and managing records in accordance with applicable legislation.

3.0 Scope
This policy applies to all employees, contractors, students, volunteers and Board members of any Kambu Health facility or program with access to confidential organisational or client information. It applies across all service streams including primary health, family and community services, and early childhood services.






4.0 Definitions 
Confidentiality
The protection of personal information and limiting any sharing of personal information to situations where informed consent has been provided or legitimate limitations apply. 
De-identified information
Information from which all identifying details have been removed, such that it cannot be linked back to an individual. 
Information sharing
Providing information about a client or client family to another service provider or statutory authority. 
Informed consent
An ongoing process where the relevant person understands and approves a particular decision or action, specifically the sharing of their information. 
Personal information
Any information or opinion about an identified individual, or an individual who is reasonably identifiable, whether true or not and whether recorded or not. Examples include name, date of birth, address, contact details, photographs, medical records, bank details and digital identifiers i.e. IP address.
Privacy
A human right encompassing the right to control who receives and uses personal information, how it is handled, and physical privacy. 

5.0 Legislative References
Privacy Act 1988 (Cth)
Australian Privacy Principles (APPs)
Privacy Amendment (Notifiable Data Breaches) Act 2017 (Cth)
Information Privacy Act 2009 (Qld)
Queensland Privacy Principles
Freedom of Information Act 1982 (Cth)
Right to Information Act 2009 (Qld)
Child Protection Act 1999 (Qld)
Disability Services Act 2006 (Qld)
Education and Care Services National Law (Queensland) Act 2011
Domestic and Family Violence Protection Act 2012 (Qld)
Guardianship and Administration Act 2000 (Qld)



6.0 Policy Principles
Kambu Health upholds the following principles in all privacy and information handling practices:
· Confidentiality: We protect the confidentiality of clients, client families and their personal information, including information about their service access. 
· Cultural Awareness and Safety: We take cultural identities and communities into account when making decisions about personal information and information sharing. 
· Human Rights: We recognise and uphold the rights to privacy and confidentiality, the right to access and request amendments to personal information, and the right to be treated with dignity and respect. 
· Minimum necessary collection: We only collect personal information needed to deliver high-quality services and meet legal and contractual obligations. 
· Safety: We recognise that information sharing has safety implications, and assess and respond to safety risks, particularly in relation to domestic and family violence. 
· Self-determination and informed consent: We actively engage clients and client families in determining when and how information about them is shared and ensure information about our collection practices is accessible and comprehensible.

7.0 Information Collected
7.1 General Health and Community Services
To deliver our services, Kambu Health collects personal information including:
1. Name, contact details, address, telephone, and email address
1. Date of birth and demographic information
1. Health status, clinical care information, and results from investigations
1. Name and contact details of family members, carers and next of kin
1. Name and contact details of GPs and other health care providers
1. Government identifiers (Centrelink, Medicare, DVA numbers)
1. Financial institution information where relevant

7.2 Amaroo Early Learning and Development Centre
For families using our Early Years services, Kambu Health additionally collects:
1. Child’s full name, date of birth, gender, address and Medicare number
1. Parent/guardian names, contacts, cultural background and home language
1. Medical management plans, allergies, dietary restrictions and immunisation status
1. Custody arrangements and court orders relating to the child
1. Emergency contacts and authorised pick-up individuals
1. Photographs and videos (with explicit consent, as required under the Privacy Act 1988)

This information is collected to comply with the Education and Care Services National Law (Queensland) Act 2011, the Child Safe Organisations Act 2024 and other applicable legislation. For a full statement of collection purposes by category, refer to the Amaroo ELDC Enrolment Information Sheet.

7.3 Sensitive Information Held
As a health service provider, Kambu Health holds the following categories of sensitive information:
1. Health information, including medical history, clinical records, pathology and investigation results, medication, disability and mental health information
1. Cultural and ethnic origin, Aboriginal and Torres Strait Islander identity and cultural background
1. Domestic and family violence-related information, risk assessments, disclosures and safety planning information collected through Family Services programs
1. Religious or philosophical beliefs, where relevant to care or cultural needs
1. Sexual orientation or practices, where disclosed in a clinical context
1. Criminal record, where relevant to child protection or family services risk assessment

Sensitive information is collected only with informed consent or where permitted or required by law and is handled with a higher standard of care than other personal information.

8.0 Collection, Use and Storage of Information
Personal information is collected directly from individuals through enrolment forms, written correspondence, consultations, surveys and verbal communication. It is used solely for the purposes for which it was collected.
All information is stored securely on an electronic database accessible only to authorised Kambu Health personnel. Paper-based originals are kept in secure storage. Kambu Health reviews and updates security measures periodically to address current and emerging risks.
When information is no longer required, it is disposed of securely in accordance with Kambu Health’s records retention obligations.
Misuse of information, including disclosing information without authority, accessing it for personal benefit, or using it to take advantage of another person, constitutes serious and wilful misconduct and may result in termination of employment.

9.0 Disclosure of Personal Information
All personal information is protected. Disclosure is limited to the following circumstances:
1. The client has provided informed written consent for the specific disclosure.
1. The disclosure is required to access emergency or urgent assistance to address an immediate risk to life or safety.
1. The disclosure is required to assess or address a child safety or domestic and family violence risk, in accordance with relevant guidelines.
1. The disclosure relates to a mandatory reporting obligation (e.g. reporting child abuse to Police or Child Safety Services; responding to domestic and family violence indicators under the CRASF).
1. A statutory obligation requires disclosure (e.g. subpoenas, coronial inquiries, court orders).
1. The disclosure is to a specialist working on Kambu Health’s behalf to improve client health outcomes (client consent sought first).
1. De-identified information is provided to funding bodies or government departments to meet contractual reporting obligations.
1. The client is incapable of consent and information is required by a substitute decision-maker Guardianship and Administration Act 2000 (Qld).

In all other situations, release of personal information occurs only with written consent. Clients may withdraw consent at any time in writing to the relevant Program Manager. Clients also have the right to access and amend information held about them under the Right to Information Act 2009 (Qld).

10.0 Domestic and Family Violence – Information Sharing
Kambu Health implements its responsibilities as a Level 1 responder to domestic and family violence (DFV) risk under the Domestic and Family Violence: Common Risk and Safety Framework (CRASF) and the Domestic and Family Violence Information Sharing Guidelines. This includes:
1. Educating all staff (including management and volunteers) on their DFV response responsibilities, including use of the Level 1 Adult Domestic and Family Violence Routine Screening Tool.
1. Including the CRASF Fact Sheets 1 and 2 in all staff induction processes and in ongoing professional development.
1. Making escalation referral guidance available to all staff at all times.
1. Prioritising the safety of children over individual privacy when required.
1. Seeking informed consent prior to information sharing except where doing so could increase risk to the person or another.
1. Sharing information without consent only to facilitate assessment of or intervention to improve safety, and only with prescribed entities as defined in the DFV Information Sharing Guidelines.

Where risk and information sharing requirements are identified, the employee and their manager must: consult with the relevant General Manager (unless an emergency prevents this); document the risk and all decisions and actions taken; make any required reports to funding bodies or authorities; and share information about this process with the client as appropriate and safe, including their right to complain.

11.0 Access to Personal Information and Medical Records
Clients have the right to access their personal and health information held by Kambu Health. Requests should be made to the Program Manager or Practice Manager. All requests are handled with respect and responded to within 30 business days, in accordance with OAIC guidance.
On receipt of a request, Kambu Health will:
1. Document the request and verify the identity of the client or their legally nominated representative.
1. Refer the request to the relevant GP or manager to assess for any applicable exemptions.
1. Obtain approval from the General Manager or CEO before releasing information.
1. Provide access in an appropriate format (e.g. allowing review, providing copies, or explaining information).

Access may be refused where:
1. Providing access would pose a serious threat to the life or health of any person.
1. The request is frivolous or vexatious.
1. The information was collected prior to 21 December 2001 and access is not otherwise required by law.
1. Access is otherwise exempt under the Australian Privacy Principles / Queensland Privacy Principles.

Access decisions involving safety, legal or contractual concerns are escalated to the CEO. No employee may facilitate access to information where this could breach another person’s confidentiality or place any person at risk.
Clients who believe they have been unfairly denied access may lodge a complaint.

12.0 Keeping Information Accurate and Up to Date
Kambu Health takes reasonable steps to ensure that personal information collected, used and disclosed is accurate, up to date and complete. Staff will periodically review and verify personal information held and may request confirmation of its accuracy from the relevant individual.
Written requests to amend personal information that is not readily available should be forwarded to the Manager responsible for the relevant program. Kambu Health will take all reasonable steps to correct information that is believed to be inaccurate, incomplete or out of date. Contact details for each service can be found on the Kambu Health website.

13.0 ICT and System Security
All staff are responsible for protecting the security and integrity of information systems:
1. Passwords must be kept confidential and not shared with any other person.
1. Staff must use their own individual login and must not use another person’s credentials.
1. Screens must be locked when leaving a workstation unattended.
1. Email transmission of identifying information over public networks (e.g. personal email accounts) is prohibited.
1. All Kambu Health managed email is secured using SSL encryption.

For detailed ICT security controls, backups, disaster recovery and asset management requirements, refer to the ICT Security Policy.

14.0 Contractors and Third Parties
Contractors engaged by Kambu Health are bound by the same confidentiality and privacy obligations as employees, as stated in non-disclosure clauses in their contracts. Information may be disclosed to lawyers, auditors, data specialists and other advisors who are bound by professional confidentiality obligations. Where a contractor changes, personal information may be transferred to the new contractor in accordance with this policy.
Kambu Health will not transfer personal information to parties outside Australia unless they are subject to equivalent privacy protections or consent has been obtained, in accordance with Australian Privacy Principle 8.

15.0 Data Breaches
Under the Privacy Act 1988 (Cth) and the Information Privacy Act 2009 (Qld), Kambu Health will notify affected individuals and the Office of the Australian Information Commissioner (OAIC) and the Office of the Information Commissioner Queensland (OIC) when a data breach is likely to result in serious harm. A data breach occurs when personal information is lost, subjected to unauthorised access, or disclosed without authority.
Notifications to affected individuals and the OAIC / OIC must include: the identity and contact details of Kambu Health; a description of the breach; and the kinds of information involved. Any suspected breach must be reported immediately to the Quality & Compliance Manager.

16.0 Other Privacy Matters
16.1 Identifiers
Kambu Health assigns internal identifiers to workers and clients. External agency identifiers (e.g. Medicare, Centrelink numbers) are retained only as required to deliver and coordinate services.
16.2 De-identified Reporting
Under funding arrangements, Kambu Health provides de-identified data to government departments and funding bodies. This information cannot be linked to any individual.
16.3 Anonymity
Where lawful and practicable, Kambu Health allows individuals to participate in activities anonymously, such as when completing evaluation forms or surveys.
16.4 Website Cookies
Kambu Health’s website uses cookies to improve the user experience. Users may disable cookies via their browser settings, however some website functionality may be affected.
16.5 Child Protection Records
For records relating to children subject to the Child Protection Act 1999 (Qld), Kambu Health follows the recordkeeping guidelines issued by the Department of Families, Seniors, Disability Services and Child Safety.

17.0 Consequences if Personal Information is Not Collected
If a client declines to provide personal information, Kambu Health may be unable to deliver the full range of services, effectively resolve complaints, or meet contractual and funding obligations. Kambu Health will always advise clients of the impact of not providing requested information.
18.0 Breach of Policy
Any breach of this policy may result in disciplinary action including:
1. Removal of access to ICT systems
1. Formal warning(s)
1. Termination of employment
Refer to the Managing Unsatisfactory Performance and Conduct Policy for further detail.

19.0 Privacy Concerns and Complaints
Clients, staff or other parties with privacy concerns or complaints should contact Kambu Health by sending email to feedback@kambuhealth.com.au. Complaints will be acknowledged within 2 working days and investigated within 20 working days. Unresolved complaints may be referred to the Office of the Australian Information Commissioner on 1300 363 992.

20.0 Related Policies and Documents
Doc_0470 ICT Security Policy
Doc_0019 Kambu Health Disaster Recovery and Backup Plan
Doc_0572 Retention of Records & Archiving Policy
Doc_0486 Managing Unsatisfactory Performance and Conduct Policy
Doc_2683 Domestic and Family Violence: Common Risk and Safety Framework (CRASF)
Doc_ 2684 DFV Information Sharing Guidelines
Doc_0454 Client Health Records Patient Policy
Doc_0045 Patient Access to Medical Records Form
Doc_2466 Kambu Health- Medical Records Request- Fee Schedule
Doc_0596 Transfer of Health Records Policy
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